MHOOPMALIMOHHAA NMAMATKA
And ObYYAIKOLWUXCA And PASMELLEHUA
HA O®UUUNAJIbHbIX UHTEPHET-PECYPCAX

C KaXABIM TOJ0M MOJOAEKH B MHTEPHETE CTAHOBUTHCS OOJIBIIE, a UIKOJBHUKH OJHH W3
caMbIX AaKTHBHBIX IIOJb30Baresnell PyHera. Mexay TeM, NOMHMO OIpPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT W MpoOJieMbl. DTa maMsATKa JOJDKHA MOMOYb Tebe Oe30macHo
HaXOJIUThCS B CETH.

KomMnbroTepHble BUPYCbI

KoMIIbIOTEpHBIN BUPYC - 9TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX NPOIPAMM, OTIUYUTEIBLHON
0COOEHHOCTBIO KOTOPOH SBIISICTCS CIIOCOOHOCTh K pa3MHOXKEHHIO. B JomoiHeHHme K 3TOMY,
BUPYCbl MOTYT IOBPEAMTb MJIM IIOJIHOCTBIO YHUYTOXUTb Bce (ailibl M JaHHBIE,
MOJKOHTPOJIBbHBIE TOJIB30BATEIN0, OT MMEHU KOTOPOro ObliIa 3aIyleHa 3apakeHHas porpamma,
a TaKXe MOBPEeIUTh WIM JIa)Ke YHUYTOXXUTh ONEPALMOHHYIO CHUCTEMY CO BceMu (aiimamu B
1es10M. B OonbIIMHCTBE CllydaeB paclpoCTPaHsIIOTCs BUPYChl YEpE3 UHTEPHET.

MeTobl 3a1IUTEl OT BPEJOHOCHBIX IIPOTpaMM:

1. Ucrnonb3yli COBpEMEHHBIE OIEPAIIMOHHBIE CHUCTEMBl, HMEIOLUE CEPHLE3HBI YpPOBEHb
3aIUTBI OT BPEAOHOCHBIX ITPOTPAMM;

2. TlocrossHHO ycTaHaBnMBaiK madtd (UQPOBHIE 3aIUIATKH, KOTOPHIE ABTOMATHYECKH
YCTAQHABJIMBAIOTCS C 1LEJbI0 J0pabOTKM MporpaMMmbl) M Jpyrue OOHOBJIEHUS CBOEH
OTIepaMOHHOM cucTeMbl. CKaunBail UX TOJBKO ¢ OUIaIBLHOTO caifta pazpadorunka OC. Ecnu
CYIIECTBYET PEXKUM aBTOMAaTHUYECKOTr0 OOHOBJIEHUS, BKIIIOUYH €T0;

3. Pabotaii Ha cBOEM KOMIBIOTEpE IMOJ NpaBaMU IIOJIb30BATENsl, a HE aIMHHHCTPATOpA.
OTO HE MO03BOJUT OOJNBUIMHCTBY BpPEAOHOCHBIX MpPOrpaMM MHCTAJUIMPOBAaThCS Ha TBOEM
NIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Wcnonp3yil aHTUBUPYCHBIE NPOTPaMMHBIE NPOAYKTHl MU3BECTHBIX IPOU3BOAMTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanunub (pu3HYECKU JOCTYH K KOMIIBIOTEPY [T TOCTOPOHHUX JIMIL;

6. Vcnonp3yii BHEIIHWE HOCUTENU MH(OpMallMU, Takue Kak (uemnka, AUCK win ¢ain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBaii KOMIIbIOTEPHBIE (DaliiIbl, TOJyUYEHHBIE U3 HEHAIEKHBIX UICTOYHHUKOB. Jlaxe
Te (aiibl, KOTOpBIE PUCIIAN TBOM 3HAKOMBIN. Jlydile yTouHH y HEero, OTHpaBJIsI JIM OH TeOe HX.

Cetun WI-FI

Wi-Fi - 370 He BuA nepenayn JaHHbBIX, HE TEXHOJIOTHs, & BCEro JIHIIb OpeH, Mapka. Eie B
1991 romy Huumepmanjackas kommaHusi 3apeructpupoBaia Openn "WECA", uro ob6o3Haudano
cioBocouetanue "Wireless Fidelity", koTopslil mepeBoauTcs Kak "GecrpoBOAHAs TOYHOCTD'.

Jlo Hamiero BpeMEHHM JomuIa Jpyras a0OpeBHaTypa, KOTOpas SIBIISETCS TakKOW Ke
TexHosorueit. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTaHAAPT
BbIcIIel 3ByKoBo TexHuku Hi-Fi, uTo B nepeBojie 03HauaeT "BbICOKasi TOYHOCTH".

Jla, OecrulaTHBI MHTEPHET-IOCTYN B Kade, OTEeNnsX U a’dpomnoprax SBISETCS OTIMYHON
BO3MOXXHOCTBIO BBIXOJ/Ia B MHTepHET. Ho MHOTHE AKCIIepTHl CYMTAIOT, 9YTO 00mIenocTymabie Wi-
Fi cetu He aBnstoTCs 6€30MaCHBIMU.

CoBeTslI 110 6€30MmacHOCTH paboTHI B 00MIe10CTYTHBIX ceTsx Wi-fi:

1. He mnepenaBaii cBoro nuuyHylo uHpopmanuio yepe3 obmienoctynueie Wi-Fi cern.
PaboTast B HUX, jKeaTelbHO HEe BBOAUTH ITAPOJH JOCTYIA, JOTHHBI U KaKHe-TO HOMepa;

2. Ucnonp3yit u OOHOBISAI aHTUBUpPYCHBIE NporpamMmbl U OpaHamayep. Tem caMbIM Thl
obe3omacuiib ce0s OT 3aKa4YKu BUpyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnons3oBanuu Wi-Fi ortkmioun ¢ynkmuio "OOmmii goctyn Kk daitnmam u



npuntepam". JlaHHas (yHKIMS 3aKphiTa MO YMOJYAHHUIO, OJHAKO HEKOTOPHIE IOJIb30BaTEIN
aKTHUBUPYIOT €€ JIs yI00CTBA MCIIOJIb30BaHUs B paboTe WK yueoe;

4. He ucnone3yii myonuunbii WI-FI mns mepemaunm nUYHBIX JAHHBIX, HAmpUMep s
BBIXO/Ia B COIMAJIbHBIE CETU WU B AJIEKTPOHHYIO MIOUTY;

5. Ucnonw3yil Tonpko 3ammieHHoe coenuHenue yepe3 HTTPS, a mwe HTTP, t.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";

6. B moOunsHOM Tenedone orkmoun Gpynkuuio "Tlogkmrouenne k Wi-Fi aBromarnuecku".
He nomyckait aBToMaTH4eCcKOro MOIKIFOYCHHS yCTpoicTBa K ceTsiMm Wi-Fi 6e3 TBoero cormacus.

CouunanbHble ceTu

ConuanbHble CeTH aKTUBHO BXOJAT B Hally JKW3Hb, MHOTHE JIOAU PaOOTAIOT U KUBYT TaM
noctosiHHO, a B Facebook yke 3apermcrpupoBaH MWUTHAPI YEIOBEK, YTO SBISICTCS OXHOMN
CelIbMOM BCEX KHUTeNed IIaHeThl. MHOTHe MOJb30BaTed HE MOHUMAIOT, YTO HHGopMaius,
pasMelIeHHas IMH B COIIMAIBbHBIX CETSAX, MOXKET ObITh HAalJIeHa M UCIIOJIb30BaHa KEM YTOJIHO, B
TOM YHCJIE HE 0053aTeIbHO ¢ OJaruMU HaMEPEHUSAMH.

OcHOBHBIE COBETHI 110 0€3011aCHOCTH B COLIMATIBHBIX CETAX:

1. Orpannub crnucok napy3eil. Y TeOsi B JAPYy3bsiX HE JOHKHO OBITh CIIy4alHBIX H
HE3HAKOMBIX JIFOJICH;

2. 3amuiail cBOI 4acTHYIO Ku3Hb. He yka3biBail mapoinu, TenedoHsl, aapeca, 1aTy TBOETO
POXACHUS U JAPYTYIO JIMYHYIO HHGOpMAIuio. 3MOYMBIIIICHHUKA MOTYT HCIOJIB30BAaTh JIaxke
MH(OPMAILIHIO O TOM, KaK Thl U TBOU POJUTEIN TUIAHUPYETE MPOBECTH KAHUKYJIBI,

3. 3amuiiail CBOIO penmyTaluio - IepKH €€ B YUCTOTE M 3aJaBaii cebe BOMPOC: XOTe Obl
ThI, YTOOBI JAPYTUE MONH30BATENU BUAEIH, YTO ThI 3arpyxaemnsb? [logymaii, mpexae 4em 4To-To
OITyOJIMKOBAaTh, HAMCATh U 3aIPy3UTh;

4. Ecnu ThI TOBOPHILG C JIFOABMH, KOTOPBIX HE 3HACIllb, HE HCIOIb3yl CBOE peaabHOE UM
U IPYTYIO JINYHYIO HH()OPMAITK: UMsI, MECTO KHUTEIbCTBA, MECTO y4eObl U TIpoUee;

5. U30Geraii pazmemienus ¢pororpaduii B IuTepHeTe, rae Thl H300pakeH Ha MECTHOCTH, I10
KOTOPOM MO>KHO OIPENETUTh TBOE MECTOIOJIOKEHHUE;

6. IIpu perucrpanuu B COLMANIBbHON CETH HEOOXOIUMO MCIIOJIb30BaTh CIIOXKHBIE MApOJIH,
cocTosiue u3 OykB v UG U ¢ KOJTUIECTBOM 3HAKOB HE MEHEE §;

7. Jns conuanbHOM CeTH, MOYThl U APYIHMX CalTOB HEOOXOJUMO HCIIOJIb30BaTh pa3HbIe
naponu. Toraa eciau T€0s B3JIOMAIOT, TO 3JIOYMBIIIJIEHHUKHU MOJIy4YaT JOCTYH TOJIBKO K OJHOMY
MECTY, a HE BO BCE Ccpa3y.

ONEeKTPOHHbIEe AEeHbIU

DJNEeKTPOHHBIE JEHbI'M - 3TO OYEeHb YIOOHBIA croco0 IulaTexel, OJHAKO CYIIECTBYIOT
MOIIICHHUKH, KOTOPBIE XOTST MOJYYUTb ITH JICHBTH.

ONEKTPOHHBIE JEHBIU NOSBWINCH COBCEM HEAABHO M MMEHHO M3-32 3TOIO0 BO MHOIHMX
rocy/apcTBax 0 CUX IMOp He MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM (YHKIIMOHUPYIOT U O HUX YK€ IPOIUCAHO B 3aKOHE, TJe X pa3ieisioT
Ha HECKOJIKO BUJIOB - aHOHUMHBIE U HE aHOHHMHBIE. Pa3HuIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX paspeliaercss MpOBOAUTH oOnepauuu 0e3 WAeHTH(PHUKAIUK [OJb30BaTesl, a B
HEAHOHHUMHBIX UACHTU(UKALINS TT0JIH30BATENS SBISETCS 00s13aTEIbHOM.

Taxke cienyer pasnuyarh 3JEKTPOHHBIE (HUAaTHBIE JIEHBIM (PaBHBI TOCYAApPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbBIE HEPHUATHBIE IEHbI'H (HE paBHbBI TOCYJapPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI M0 0€30MacHOM paboTe ¢ IEKTPOHHBIMH JICHbIaMHU:

1. IlpuBsbku K cyeTy MOOWJIBbHBIN TenedoH. DTo camblii yJOOHBINM M OBICTPBIA crOCO0
BOCCTAaHOBUTh JOCTYN K cuery. [lpuBsizanHblii TenedoH mnoMmoxkeT, eciu 3alynems CBOM
MJIATEKHBIN MapOJIb WU 3aiIeIIb HAa CAUT C HE3HAKOMOI'O YCTPOICTBA;

2. Ucnonb3yit ogHopaszoBbie naponu. [locne nepexosia Ha yCHUIIEHHYIO aBTOpHU3aINI0 Tebe



yKe He OyZIeT yrpoXkarh OMacHOCTh KPa)KH MM TIepexBaTa IUIATe)KHOTO TapoJis;

3. BeiGepu cnoxxubIl maposb. [IpectynmHrukam OyeT He MpOCTO yrajaTh CJIOKHBIN MMapoJib.
Hanexnsple mapoiu - 3TO mapoiiu, KOTOpPBIE COJepKAaT HE MEHee 8 3HAKOB U BKJIIOYAIOT B cels
CTPOYHBIE U TPONUCHBbIE OYKBBbI, HU(GPHl U HECKOJIHKO CHMBOJIOB, TaKMe KaK 3HAaK J0Jiapa,
¢byHTa, BOCKJIMIIATEIbHBIN 3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSICIIb.

AneKTpoHHasA no4Ta

DNEKTpOHHAs MOYTa - 3TO TEXHOJOTHS U MPEJOCTABIISIEMBIE €H0 YCIYTU 0 MEPEChUIKE U
MOJYYCHUIO AJIEKTPOHHBIX COOOLICHHH, KOTOpPBIE PACHPEACISIOTCS B KOMIBIOTEPHOW CETH.
OO6b1yHO 3JIEKTPOHHBIN MOYTOBBIA  SIIUMK  BBIVISIUAT CJIeIYIOLIUM oOpa3zom:
UMs_TIONIb30BATESI(@UMSL_JOMeHa. Takke KpoMme TMepelJadyd MIpoCTOr0 TEKCTa, HMEeTCs
BO3MOXKHOCTh MepeaaBaTh (paiibl.

OcHOBHBIE COBETHI 110 6€301acHOM paboTe ¢ INMEKTPOHHOU TTOUYTOM:

1. Hamo BBIOpaTh MpaBHIIBHBIN MOYTOBBINA CEpBHC. B MHTEpHETE €CcTh OTPOMHBIN BHIOOD
OecIIaTHBIX MMOYTOBBIX CEPBHCOB, OJJHAKO JIyUlle JIOBEPATH TEM, KOTO 3HAELIb U KTO NEPBbIN B
pEUTHHTE;

2. He yka3biBail B JMYHOHN moure JW4YHYI uHpopManuio. Hampumep, nydiie BbIOpaTh
"My3bIKanbHbIN _(panat@" unum "pokx2013" Bmecto "temal3";

3. Hcnonb3yil IBYX3TAIMHYIO aBTOPHU3AIMIO. JTO KOTrJAa MOMUMO MapoJisi HY)KHO BBOJUTH
KO/, IpUchIIaeMbIii 10 SMS;

4. BoiOepu cnoxHBIA Taponb. IS KakIOro IMOYTOBOTO SIIHKA JOJDKEH OBITh CBOWM
HaJCKHbIA, YCTOWYMBBIN K B3JIOMY NIapOJIb;

5. Ecim ecTth BO3MOXKHOCTh HAmMCaTb CaMOMY CBOW JIMYHBIM BOIPOC, MCIOJB3YH 3Ty
BO3MOKHOCTb;

6. HMcnonp3yll HECKOJBKO IIOYTOBBIX SIIMKOB. IlepBbIii A 4acTHON HeEpenucKu ¢
azpecaTamMM, KOTOPBIM Tbl JOBEpSACLIb. JTO JJIEKTPOHHBIM aJpec HE HAl0 HMCIOJIb30BaTh IpU
peructpanuu Ha popymax u carax;

7. He oTkpbIBail Qaiinbel U Apyrue BIOKEHHs B MUCbMaxX, Aa)Ke €CIM OHU MPHUIIIH OT TBOUX
npy3eil. Jlydiie yTouyHu y HUX, OTIPABIISIIN JTM OHU TeOe 3TH (ailiibl;

8. ITocne okoHuaHust pabOTHI HA MOYTOBOM CEPBHCE Mepes 3aKPhITUEM BKIIAJKH C CAHTOM
He 3a0y/b HakaTh Ha "BoriiT".

Knb6epOynnuHr unu BuptyanbHoe nsaeBaTesibCTBO

KubepOynnaunr - mpeciienqoBanue COOOMICHUSIMU, COJIEPKAIUMHA OCKOPOJICHUSI, arPEeCCHIO,
3alyruBaHue; XyJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHUE C MOMOILBIO Pa3IMYHBIX MHTEPHET-
CEpPBHCOB.

OcHOBHBIE COBETHI IO O0PbOE ¢ KUOEPOYIITMHIOM:

1. He Gpocaiics B 60ii. JIyumuii crmoco0: mocoBETOBATHCS Kak ce0sl BECTU U, €CIIU HET TOTO,
K KOMY MOXHO OOpaTuUThCs, TO BHayalle YCHOKOUTbCcA. Ecinu Tbl HayHemb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHHMSI, TO TOJIBKO el 0O0JIbIIe pa30XsKellb KOH(IIUKT;

2. Yrpagisii cBoel Kubeppenyraimei;

3. AHOHUMHOCTh B ceTd MHHMasg. CyIIeCTBYIOT CIOCOOBI BBIICHUTH, KTO CTOMUT 3a
AQHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyMUTraHCKUil o0pa3 BUPTyaslbHOW ku3HU. MHTEepHET ukcupyer Bce
TBOM JICHCTBUS M COXpAHSET UX. Y AaUTh UX OyAeT KpaifHe 3aTpyIHUTEIbHO;

5. Cobnronait CBOIO BUPTYaJIbHYIO Y€CTh CMOJIONY;

6. Urnopupyii enuHuuHBIA HeratuB. OJHOPA30Bble OCKOPOUTEIbHBIE COOOILICHHUS JIydllle
urHopupoBaTh. OObIUHO arpeccus MpeKpalaeTcsl Ha Ha4ajlbHOM CTauH;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOLICHHSMH, B COILMAIBHBIX



CETSIX €CTh BO3MOKHOCTh OJIOKHPOBKH OTIPABKH COOOIICHHA C OTPEACICHHBIX aIpECOB;

8. Ecmu TBI cBumerens kuOepOymwimHra. TBow JCHCTBUSA: BBICTYNHUTh TPOTHUB
npecieioBaTessi, MoKa3aTb €My, YTO €ro JACHCTBUS OLEHUBAIOTCS HEraTHBHO, IMOJACP>KaTh
KEPTBY, KOTOpPOM HYXKHA IICUXOJOrHMYEcKass IOMOIlb, COOOLIUTH B3pOCIbIM O ¢akre
arpecCUBHOrO MOBEJICHUS B CETH.

Mo6unbHbIN TenedoH

CoBpemenHble cMapT(OHBI U TUIAHIIETHI COAEPKAT B ceOe BIIOJIHE B3POCIBIN (PyHKIIMOHAT,
U Tenepb OHM MOTYT KOHKYpPHUPOBAaTh CO CTAallMOHAPHBIMH KOMIbiOTepaMu. OJHAKO, CPEICTB
3alUTHI U1l TOJOOHBIX YCTPOMCTB MOKa OY€Hb Mayo. TecTMpoBaHWE U MOUCK YS3BUMOCTEH B
HUX IPOUCXOTUT HE Tak WMHTeHCUBHO, kKak 1 IIK, To ke camoe kacaercs W MOOHMIIBHBIX
IIPUIIOKEHUN.

CoBpemeHHbIE MOOMJIbHBIE Opay3epbl YK€ MPAaKTHUECKHU TOTHAIM HACTOJIbHbBIE aHAJIOTH,
OJIHAKO pacimupeHue (yHKIMOHAIa BIeYeT 3a CO00H OONBIIYI0 CIIOKHOCTh W MEHBIIYIO
3alUIIEHHOCTbD.

Jlaneko He BCE MPOM3BOAUTENN BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOLINE KPUTHUECKHUE
YSI3BUMOCTH JIJIsl CBOUX YCTPOMNCTB.

OCHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIIBHOTO TesiehoHa:

Huyero He siBnsiercst mo-HactosimieMy OecruiaTHbIM. Byns octopoxeH, Beab korja Tebe
npeIaraloT OeCIUIaTHRIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCIIYTH;

Hymaii, mpexze ueM oTnpaButb SMS, ¢poto min Buaeo. Thl TOYHO 3HACIIB, T/I€ OHU OyayT
B KOHEYHOM HTOTE?

Heo0xo1uMo 0OHOBIISATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(dhoHa;

Hcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI 1711 MOOMIIBHBIX TeNIe()OHOB;

He 3arpyxaii mpuioxeHuss OT HEM3BECTHOTO HMCTOYHMKA, BEllb OHU MOTYT COJEPKaTh
BPEIOHOCHOE MPOrpaMMHOE 00€CIIEUEHHUE;

[Tocme Toro kak Thl BBIAAENIb C caiTa, Te BBOAWUI JHMYHYIO HHPOpPMAIHIO, 3aiau B
HACTPOWKHU Opay3epa U ynaiau cookies;

[Teproanuecku npoBepsid, KakKe IUIATHBIE YCIYTH aKTUBHPOBAHBI HA TBOEM HOMEPE;

JlaBail cBoil HOMep MOOUIBHOrO TenedoHa TOJIBKO JIOASIM, KOTOPBIX Thl 3HAClIb U KOMY
JIOBEpsIeIlb;

Bluetooth momxen ObITH BBIKITIOUEH, KOT/Aa Thl UM HE TOJb3yemibes. He 3a0biBaii mHOTIA
HPOBEPATH 3TO.

Online urpbl

CoBpeMeHHbIE OHJIAWH-UTPBl - O3TO KpacOyHblE, 3aXBaTBIBAIOLIUE pa3BICUCHUS,
00BEAMHSIONINE COTHU ThICAY YENIOBEK M0 BceMy Mupy. Urpoku ucciaenyroT JaHHBIA UM MHUP,
00IIAI0TCS IPYT € APYTOM, BBIIOJHSIOT 3a/laHUs, CPaXaroTCsd ¢ MOHCTPAMM U TOJY4YarOT OIIBIT.
3a yIOBOJBCTBUE OHU IUIATAT: MOKYMAlOT JUCK, OIUIAYMBAIOT aOOHEMEHT WJIM IpUOOpeTaroT
KaKHe-TO OIILUH.

Bce atu cpenctBa uayT Ha TOAAEpXKAHHME M DPAa3BUTHE UIPHL, a TaKkKe Ha caMy
0€30MaCHOCTh: COBEPIICHCTBYIOTCS CHCTEMBl aBTOPU3AIlMH, BBITYCKAIOTCS HOBBIE MAaT4U
(undpoBbIe 3aMIaTKU AJIS IPOrpaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX Hrpax CTOMT omacaTbCcs HE CTOJNBKO CBOMX CONEPHUKOB, CKOJBKO KPaXKu
TBOETO MapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALUU OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI M0 O€30MaCHOCTH TBOETO UTPOBOT0 aKKayHTa:

1. Ecnu apyroil urpok BeneT ceds MIIOXO WM CO3/1aeT Tede HeMpUATHOCTHU, 3a0J0KUPYM
€ro B CIMCKE UTPOKOB;

2. [loxanyiics aAMUHUCTPATOPaM UIPhI HA TUIOXO€ MOBEACHUE 3TOTO UTPOKA, JKEIATENBHO
NPUIIOKHUTH KaKHe-TO JI0Ka3aTeNbCTBA B BUJIE CKPHUHOB;



3. He ykaspiBail TMYHYI0 HHPOPMALIMIO B TIpodaiisie Urpsl,

4. YBaxail Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnuBaii HeouManbHbIC TATYN U MOJIBL;

6. Mcnonb3yii clokKHbIE U Pa3HbIE MAPOJIH;

7. Jlaxxe BO BpemMs WIPbl HE CTOMT OTKJIIOYaTh aHTUBHpYyC. IIoka Tel Wrpaems, TBOU
KOMITIBIOTEP MOTYT 3apa3uTh.

PULINHT Unun KpaXxa NINYHbIX AaHHbIX

OObIuHON Kpaxkel JeHer M JOKyMEHTOB CEroJHs YyXe HHKOrO HE YAMBMILb, HO C
pPa3sBUTHEM HWHTEPHET-TEXHOJOTHH 3JOYMBIIJICHHUKA MEPEMECTUINCh B HUHTEPHET, H
MIPOJIOJDKAIOT 3aHUMATHCS " TIOOUMBIM" J1EJIOM.

Tak mosiBUIIaCh HOBast yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DHUILUHT, TJIaBHAS LETb
KOTOPOI'O COCTOUT B IOJYYEHMHM KOH(PHIEHIMAIbHBIX MAHHBIX I0JIb30BaTENEd - JIOTMHOB U
naposieii. Ha anrnmiickom si3pike phishing unraercs xak ¢ummar (ot fishing - peiOHas o,
password - mapoJis).

OcHOBHBIE COBETHI 10 O0PHOE ¢ PUIIUHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl 0Jj03peBaeliib, 4TO TBOSI aHKEeTa Obljia B3JOMaHa,
TO HEOOXOAMMO 3a0JI0KHPOBATh €€ U COOOLIUTh aAMUHHUCTPATOpPaM pecypca 00 3TOM Kak MOXKHO
cKopee;

2. Ucnonp3yit Ge3omnacHbie BeO-CalThl, B TOM YHCIIe, HHTEPHET-Mara3uHOB U MOUCKOBBIX
CHCTEM;

3. Vcnonp3yii CIIOKHBIE W pa3Hble mapoid. Takum o0Opa3om, eciii TeOs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKH TIOIYYaT JOCTYH TOJBKO K OJHOMY TBOEMY IIPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s1 B370MaNK, TO HEOOXOIMMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTODPHIC
no0aBiieHbl y T€O0s B IpY3bsIX, O TOM, YTO TeOsI B3JIOMAJIU U, BO3MOXHO, OT TBOEr0 UMEHHU OyAeT
pacchuIaThCsI CIIaM U CCHUIKH Ha (PUIIUHTOBBIE CAHTHI;

5. Ycranosu HaznexHbli napons (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKJIIOYM COXpaHEHHUE maposs B Opaysepe;

7. He oTkpbIBail ¢aiinbl U Apyrue BIOKEHHs B MUCbMaXx, Jake €CJIM OHU MPUIIH OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTIPABIISUIM JIM OHU TeOe 3TH (haiibl.

LUndposas penytaums

[udposas penyranus - 3T0 HEraTHUBHAs WIM MO3UTHMBHAas HMH(opmauus B cetu o Tede.
Komnpomerupyromas nHpopmanus, pasMelleHHas B MHTEPHETE, MOXKET CEpbe3HbIM 00pazoMm
OTpa3uThCs Ha TBoeH peasbHON ku3HU. "Lludposas penyranus" - 3To TBOW MUMMIK, KOTOPBIN
bopmupyercst U3 nHopMaIK 0 Tebe B UHTEPHETE.

TBOE MecTO KUTENThCTBA, yueObl, TBOEC (PMHAHCOBOE MOJIOKEHNE, OCOOCHHOCTH XapaKTepa u
pacckasbl 0 OJM3KHX - BCE 3TO HAKAIJIUBAETCS B CETH.

MHorue noJapoCTKU JIETKOMBICIEHHO OTHOCATCA K IMYOJMKAallMM JMYHON MHGpOpManuu B
WuTepHeTe, HE MOHUMAask BO3MOKHBIX MOCIEACTBUIM. ThI aXke HE CMOXKEIb J0rallaTbCs O TOM,
yT0 (poTorpadus, pazmenieHHas 5 JeT Ha3a/, cTajla IPUYUHON 0TKa3a MPUHATH TeOst Ha paboTy.

KommenTtapuu, pasmenienre TBoux ¢ororpaduii 1 Apyriue AeUCTBUS MOTYT HE UCUE3HYTh
Jake MocJie TOro, Kak Thl UX yJalUIIb. Thl HE 3HaelIb, KTO COXpPaHWII 3Ty HH(OpMalLIKIo, Ionaa
J¥ OHAa B IOHMCKOBBIE CHCTEMBbl M COXPaHWJIACh JM OHA, a TJaBHOE: YTO MOAYMalOT o Tebe
OKpY’KarollMe JIIOJIM, KOTOpble HAWIyT U yBUIAT 3T0. HailTu uHpOpMaIiio MHOTO JIET CITYCTs
CMOXeT JI000# - Kak U3 J0OpbIX MOOYXKIEHHUH, TaKk U C HaMepeHHeM MPUYUHHUTH Bpeld. DTO
MOKET OBITh KTO YT'OJTHO.

OcHOBHBIE COBETHI MO0 3aIIuTe HU(PPOBOI penyTanuu:

1. Ilonymaii, mpexxae yeM uTO-TO MYOJMKOBaTh U IepeaaBaTh y ceds B Ojore uiu B
COIIMAILHOM CETH;



2. B nHacrpoiikax nmpoduis yCTAaHOBU OTPaHUYCHHUS HA TMPOCMOTP TBOETO MPOMUISL U €ro
COAEP)KUMOTO, CIeTal €ro TOJbKO "I apy3en";

3. He pasmemiaili u He yka3wiBail MH()OPMAILIHIO, KOTOPAsk MOXET KOTO-THOO OCKOPOISATH
WU OOMIKATh.

ABTOpCKOe npaBo

CoBpeMeHHbIEe MIKOJIBHUKH - aKTUBHBIE M0JIb30BaTeNM LU(POBOTo mpoctpaHcTBa. OqHAKO
JIaJIeKO HE BCE 3HAIOT, YTO IMOJIb30BAHUE MHOTHMH BO3MOXHOCTSIMH LU(GPOBOro Mupa Tpedyer
COOJIIOJICHMS ITPAB HA MHTEJIEKTYAIbHYI0 COOCTBEHHOCTb.

TepMuH "WHTEUIEKTyalbHasE COOCTBEHHOCTh' OTHOCUTCS K pa3jIMYHbIM TBOPEHMSIM
YeJI0OBEYECKOI0 yMa, HauMHas ¢ HOBBIX M300peTeHU U 3HAKOB, 0003HAYAIOIINUX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, M 3aKaHYMBasg KHHUramu, QoTtorpadusiMu, KUHOQWIBMaMU U
MY3bIKaJIbHBIMH [TPOU3BEACHUSAMHU.

ABTOpCKHME TIpaBa - 3TO MpaBa Ha WHTEIUIEKTYaJIbHYI0O COOCTBEHHOCTh HA MPOHM3BEACHUS
HaYKH, JIUTEPaTypbl U UCKycCTBA. ABTOPCKHE IpaBa BHICTYNAIOT B Ka4eCTBE FApaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPpyA aBTOpa HE OyIeT HampacHBIM, JacT €My CIIpaBeIJIMBBIC
BO3MOYKHOCTH 3apa0oTaTh Ha pe3y/ibTaTaX CBOErO TPyJa, MOJYyYUTh U3BECTHOCTb U MPU3HAHUE.
Huxkro 6e3 paszpemieHust aBTopa HE MOKET BOCIIPOU3BOIUTH €r0 IPOU3BEIEHUE, PACIIPOCTPAHSITD,
nyOoJIMYHO JIEMOHCTPUPOBATh, IPOAABATh, HWMIIOPTHPOBATH, IyCKaTb B MPOKAT, MYOJIUYHO
UCTIOJIHATS, IOKA3bIBATH/UCIIOIHATE B dHpe Wi pa3memats B IHTepHeTe.

Hcnonb3oBanue "MUpaTckoro" MporpaMMHOrO OOECTeYeHUs MOXKET NMPUBECTH K MHOTUM
pUCKaM: OT NOTEpPH JaHHBIX K TBOMM aKKayHTaM 10 OJIOKMPOBKHM TBOEIrO YCTPOWCTBA, IJI€
yCTaHOBJIEHA HeJeranbHas nporpamma. He cTouT Taxoke 3a0bIBaTh, YTO CYIIECTBYIOT JieTalbHbIE
1 OecruIaTHBIE MPOTPAaMMBbI, KOTOPBIE MOXKHO HAWTH B CETH.

O nopTane

CereBu4ok.pp - TBOM TJIABHBIM COBETYHMK B CETHU. 3JeCh Thl MOXEIIb Yy3HAaTh O
0€30MacHOCTH B CETH MOHATHBIM U JOCTYIHBIM SI3BIKOM, a MPU BO3HHUKHOBEHHHM KPUTHUECKOM
CUTyaIlMu OOpaTUTHCA 3a COBETOM. A Tak)Ke MPUHATH Y4acTHE B KOHKYpCax U CTaTh CaMbIM
U(POBBIM TPaKkTaHUHOM !



