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PersiaMeHT Opranu3anyu aHTUBMPYCHOM 3allUThI

1. o01ue mos1oKeHust
llenpto co3gaHus CHUCTEMBbl AHTUBUPYCHOM 3alllUTHI SIBJISIETCS oOOecredeHue
3aIMUIIEHHOCTH MH(OPMallMOHHO-KOMMYHUKAIMOHHOM cuctembl (nainee MKC) ot
BO3JICHCTBUS Pa3IUYHOTO pona BPEJIOHOCHBIX porpaMmm u
HECAaHKIIMOHUPOBAHHBIX MAaCCOBBIX IMOYTOBBIX PACCBHUIOK, MPEIOTBPAILIEHUS HUX
BHEJIpEHUS B MH(POPMAIMOHHBIE CHUCTEMBI, BBISIBICHUS U OE30MACHOT0 YJIaJICHUS
U3 CUCTEM B Ciy4yae MOMNajJaHus, a Takke (QUIbTpallud JOCTyIa IOJIb30BaTeaeh
YupexaeHnuss K HENpPOAYKTHBHbIM MHTepHeT-pecypcaM ©  KOHTPOJIS  HX
3JIEKTPOHHOM TMEPETUCKH.
OcHoBomoararOMMU  TPEOOBAaHUSAMU K CHUCTEME AaHTHUBUPYCHOM  3alUTHI
YupexxaeHus SBISIOTCS:
- pelieHue 3a7a4dl aHTHUBUPYCHOM 3alUThI JOKHO OCYIICCTBISATHCS B OOIIEM
Busie. CpesCTBO 3alUThHI HE JIOJHDKHO OKa3bIBaTh MPOTHUBOJEHCTBHE KOHKPETHOMY
BUPYCY WM TpyNIe BHUPYCOB, IPOTHBOACHCTBHE JOKHO OKa3bIBaThCSA B
PEATNONIOKEHUAX, YTO BUPYC MOXKET OBITh 3aHECEH Ha KOMITbIOTEp U O BUpYyce (0
€ro CTPyKType (B YaCTHOCTHM, CUTHATyp€) U BO3MOJKHBIX JEMCTBUSAX) HUYETO HE
U3BECTHO;
- pelleHHe 3aJlayd aHTUBUPYCHOM 3aIIUTHI JTOJKHO OCYIIECTBISATHCS B PEATIBHOM
BPEMEHH.
- Mepornpusitusi, HapaBJI€HHbIE HA PEIIEHUE 3a/1a4 10 AaHTUBUPYCHOM 3allUTE:
YCTAaHOBKA TOJIbKO JIMIIEH3UPOBAHHOTO TMPOrpaMMHOr0 obecredeHus: Jubo
OecruiaTHOE aHTHBHPYCHOE MPOTPaMMHOE OOecreueHue, UAyliee B KOMIUIEKTE C
NOJITMHHOM OTIepalluOHHOM, TOoAepKHUBalolee padoTy C TMOIb30BATEILCKUMHU
PO HIISIMHU.
- peryispHoe OOHOBJICHHE U €XKEIHEBHbICE NPODYUIAKTHYECKHUE TPOBEPKU
(>kenmatenbHO B Hepabodee BpeMs);
- HENPEPBIBHBIA KOHTPOJIb HAJl BCEMH BO3MOXKHBIMHM IYTSAMH MNPOHUKHOBEHHS
BPEJIOHOCHBIX TPOrpaMM, MOHUTOPUHT aHTHBUPYCHON O€30MaCHOCTH W
oOHapy>XeHHE JECTPYKTUBHOW AaKTUBHOCTH BPEIOHOCHBIX MPOTPAMM Ha BCEX
oonekrax MKC;
- ©KEIHEBHBIM  aHalW3, PaHXUPOBAHHE U  MPEAOTBPAILICHUE  YIPO3
paclpoCTpaHEHUsI U BO3JCUCTBUS BPEIOHOCHBIX NPOrpaMM IIYyTEM BbISABICHUS
ys3BuMocted  ucnonbzyeMoro B MKC  omepaliuoHHOro  mporpamMMHOTO
o0ecCIieueHus] U CETEBBIX YCTPOWCTB M yCTpAaHEHHUs OOHAPYXKEHHBIX Ne(PEKTOB B
COOTBETCTBUM C JAHHBIMU MOCTaBUIMKA MPOrPAMMHOIO OOECHEYEHUs U APYrux
CHEUUATIM3UPOBAHHBIX 3KCIIEPTHBIX AHTUBUPYCHBIX CITYXKO.
- M[poBeJeHHE MNPOPUIAKTHUECKUX MEPONPUITUH MO MPEIOTBPALICHUIO U
OTPAHUYEHUIO BUPYCHBIX AMUJAEMUM, BKIIOUAIOMIMX 3arpy3Ky M pa3BepThIBaHUE
CHEUUANIHBIX TPaBUJl HEUTpadu3aluu (OTPaKEHUIO, U3OJSUUM U JIMKBUJIALIMN)
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BPEIOHOCHBIX NIPOTpaMM Ha OCHOBE PEKOMEHJAUWKA II0 KOHTPOJII AaTak,
MOATOTABIMBAEMBIX Pa3pabOTUUKOM CPEICTB 3aLUTHI OT BPEAOHOCHBIX MPOrpaMM
U IPYTUMU CHELUATU3UPOBAHHBIMU IKCIIEPTHBIMU aHTUBUPYCHBIMHU CIIYKOamMu 110
TOr0, Kak OyAyT BBINYILEHbI (pailyibl UCHPABICHHUM, TPU3HAKOB U aHTUBUPYCHBIX

CUTHATYD.
- TIPOBEIACHUE PETYISAPHBIX TMPOBEPOK LEJTOCTHOCTH KPUTUYECKUM BaKHBIX
porpamMm A JAHHBIX. Hannyue JIALITHUAX daiinos u CIIE10B

HECAaHKIIMOHUPOBAHHOTO BHECEHUS U3MEHEHMI JI0JKHO OBITh 3apETUCTPUPOBAHO B
KypHaJje ¥ pacciiel0BaHo;

- BHEIIHME HOCHUTENIM HH(POPMALUM HEU3BECTHOI'O MPOUCXOXKIEHUS CIIETyeT
IIPOBEPATH HA HAIMYKME BUPYCOB J10 UX UCIIOJIL30BAHUS;

- HEoOXOJIUMO CTPOrO MPHUACPKUBATHCS  YCTAHOBIEHHBIX MOPOLEAYp MO
YBEJAOMJICHUIO O CIIy4asX MNOpa)XXCHUS aBTOMATU3MPOBAHHOW HH(POPMALMOHHOM
cpellbl KOMNBIOTEPHBIMH BHPYCAMHM UM NPUHIATAIO MEP MO0 JIMKBUJIALUH
IIOCJIEACTBUM OT UX IIPOHUKHOBEHUSI;

- clieyeT UMETh IUIaHbl o0ecrieueHust Oecriepe0oitHoN paboThl YupexaeHus s
CJIy4yaeB BHUPYCHOI'O 3apa)K€HWs, B TOM YHUCJIE IUIAHbl PE3EPBHOIO KONMPOBAHUSA
BCEX HEOOXOIUMBIX HaHHBIX W MPOrpaMM M KX BOCCTAHOBIEHHUSA. ODTU MEpPHI
0COOEHHO Ba)KHBI ISl CETEBBIX (PaMIOBBIX CEPBEPOB, MOANECPKHUBAIOLINX OOJIBIIOE
KOJIMYECTBO pabOUMX CTAaHIUH.

TexHonmoruyeckue MHCTPYKUMHU

1.1. B yupexaeHun pyKOBOAUTEIEM JIODKHO OBITh Ha3HAYEHO JIUIIO,
OTBETCTBEHHOE 3a AHTUBUPYCHYIO 3aIlUTY, B JOJDKHOCTHBIE WHCTPYKIIMH IS
KOTOPOT'O JIOJDKHBI OBITh TPOIMMCAHBI TOPSIAOK JEHCTBUS B TIEPHOJ BUPYCHBIX
SMUJIEMHM, TOPSAIOK JEeWCTBUH NPU BO3HHUKHOBEHHHM BHEIITATHBIX CHUTYaIUH,
CBSI3aHHBIX C PAOOTOCIOCOOHOCTHIO CPEJCTB AHTHBHUPYCHOM 3aIlUThI, MOPSIOK
JNEMCTBUM I YCTPAHEHMUS MOCJEACTBUM 3apakeHHH . B mpoTHUBHOM ciiydae BCs
OTBETCTBCHHOCTh 3a OOCCIleYeHWe AaHTUBHPYCHOM 3allUTHl JIOKUTCS Ha
PYKOBOAUTENA Y UpEKIACHUS.

1.2. B YupexaeHnn MoKeT UCTIOJb30BaThCS TOJIBKO JIMIIEH3MOHHOE aHTUBUPYCHOE
mporpaMMHOE oOecreueHrne 00 CBOOOTHO-PACTIPOCTPAHIEMOE MPOrPAMMHOE
oOecrieueHue.

1.3. O6s3aTenbHOMY aHTHBHPYCHOMY KOHTPOJIO TOJICKHT JIt00ast mHGOpMAIUs
(TexctoBbie (aitnel MOOBIX (opMaToB, (ailyibl JAaHHBIX, HCIOJHIEMBIC (HaMIIbI,
MOYTOBBIC COOOIICHMS), rmorygaemMast u nepeaaBaeMas 1o
TEJICKOMMYHHMKAIIMOHHBIM KaHAJIaM CBS3H, a Takke WH(popMaIus, HaxoagIIascs Ha
ChEMHBIX HOCHUTEIAX (MarHuTHBIX auckax, CD-ROM, DVD, flash-makonurensx u
T..). KoHTpomp  wmcxonmsmedr  wHPOpMANUKM ~ HEOOXOAWMMO  TPOBOJIWTH
HEIIOCPEJACTBCHHO IIepe]l apXMBUPOBAHUEM M OTIIPABKOH (3alMMChI0 Ha CHEMHBIN
HOCHUTEJIb).

1.4. @aiinpl, moMelniaemMble B JJIEKTPOHHBIA apXuB, JOJKHBI B 00s3aT€IbHOM
MTOPSIAKE MPOXOIUTHh AHTHBUPYCHBIN KOHTPOJIb.



1.5 OcymecTBasiTh KOHTPOJb YCTAHOBJIEHHOTO MPOTrPaMMHOTO OOECHedYeHHs Ha
KOMIIbIOTEp (HOYTOYK).

2. TpeOoBaHMA K NPOBEAEHUIO0 MEPONIPUATHIA 10 AHTUBUPYCHOM 3a1MTe

2.1. B nHauvane paOoOThl IpH 3arpy3ke KOMIBIOTEpa B aBTOMATHYECKOM PEKHUME
JIOJKHO BBITIOJTHATHCSI OOHOBJIEHUE aHTUBUPYCHBIX 0a3 U CEPBEPOB.

2.2. Tlepuoguueckue MPOBEPKHU AIEKTPOHHBIX aPXUBOB JIOJIKHBI TPOBOJAUTHLCS HE
pexe OJHOrO pa3a B HENEI0, JaHHBIE, PACIOJIOKEHHbIE HAa pab04YMX CTaHIUAX
MOJIH30BATEIICH — €KETHEBHO, B HOUHOE BPEMsI 110 PaCTIMCAHUIO.

2.3. BneouepenHOW aHTUBUPYCHBIM KOHTPOJb BCEX JHUCKOB U  (aiiioB
MEPCOHAIBHOTO KOMIThIOTEPA JOJKEH BBIMOJHATHCS:

2.3.1. HemocpeACTBEHHO TIOCJE€ YCTAaHOBKH (M3MEHEHHUS) MPOTPAMMHOTO
obOecrieyeHus KOMITbIOTEpaA JOJDKHA OBITH BHITIOJIHEHA aHTUBUPYCHAs MPOBEpKa Ha
cepBepax M NEePCOHAIBHBIX KOMIBIOTEPAX YUPEIKICHUS.

2.3.2. Tlpu BO3HUKHOBEHUHW TOJIO3PCHHS Ha HAJIUYME KOMIIBIOTEPHOI'O BUpYyCa
(HeTunuyHas paboTa mporpaMm, MosiBIICHUE rpad)MuecKux U 3ByKOBBIX 3(DPEKTOB,
UCKOKCHUN JTaHHBIX, MpornajaHue (aiyioB, 4acToe TMOSBICHUE COOOIIECHUN O
CHUCTEMHBIX OIMUOKaX | T.I.).

2.3.3. Tlpu oTnpaBke U MOJYYEHUU DICKTPOHHOM MOUTHI OMEpPaTop AICKTPOHHOU
MOYTHl 0053aH TMPOBEPUTH DJEKTPOHHBIE MHUChbMa M WX BJIOXKCHUS Ha HaJIU4YUE
BHUPYCOB.

2.4. B ciayyae oOHapy»KeHHUsl 3apa)K€HHBIX BUpycamH (ailyioB WM 3JIEKTPOHHBIX
MTUCEM TI0JIb30BaTENN 00SI3aHbI:

2.4.1. IlppocTaHOBHTH PadOTYy.

2.4.2. HemeJIeHHO MOCTaBUTh B U3BECTHOCTH O (haKkTe OOHAPYKEHUS 3aPAKEHHBIX
BUpPYCOM (ailIoB OTBETCTBEHHOTO 3a OOECHEUYeHHE AHTUBUPYCHOW 3alluThl (B
CJIy4yae €ro OTCYTCTBHS — IUPEKTOPA) Y UpEeKACHUSI.

2.4.3. COBMECTHO C BJAJIETBIEM 3apaKCHHBIX BUPYCOM (haiIoB MPOBECTH aHAIN3
HEOOXOIMMOCTH JAbHEUIIIETO UX HUCTIOIb30BAHMS.

2.4.4. IIpoBecTH JIeUCHUE WM YHUYTOKEHHUE 3apaKEHHBIX (paiiioB.

3. OTBeTCTBEHHOCTh

3.1. OTBETCTBEHHOCTb 3a OPraHU3AIMI0 AHTUBUPYCHOM 3aIlUTHI BO3Jaraercs Ha
PYKOBOAUTENS YUPEKICHUS WU JIUII0, UM Ha3HAYCHHOE.

3.2. OTBETCTBEHHOCTh 3a MPOBEJACHUE MEPOINPHUATHII aHTUBUPYCHOTO KOHTPOJS B
VYupexxaeHnn BO3JIaracTcsi Ha OTBETCTBEHHOTO 3a OOECIEeUEHUE AHTUBUPYCHOU
3aIMThl, coOMoaeHue TpeboBaHWN HacTtosmed MHcTpykumm mnpu padore Ha
MEPCOHAIBHBIX PabOuMX CTAaHUMSAX BO3JaraeTcs Ha IOJIb30BaTENIe JaHHBIX
CTaHILMW WK TeJIarora, OTBEYAOIIEeTo 3a paboTy KOMIIbIOTEPHOTO Kilacca.

3.3. llepmoguueckuii KOHTPOJb 32 COCTOSSHHEM AaHTUBUPYCHOM 3alllUThl B
VYupexxaeHnn OCYIIECTBISIETCS PYKOBOAUTENEM U (GUKCUPYETCs] AKTOM TPOBEPKH
(ue pexe 1 pa3 B kBapTan).



